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OPTAHI3AUIA | AOCNIIKEHHA ENEMEHTIB KOMYHIKALIMHOIO CEPEQOBULLA
WEB-OPIEHTOBAHUX CUCTEM YIMNPABJIIHHA PO3NOAINTEHUMU
TEXHONOIN4YHUMU OB’EKTAMU
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3anpononosarno ma anpobo8aro aneopummiuni, YHKYIOHATLHI, MONOJIO2IYHI MA CXEMOMEXHIUHT PiULeHHS,
wo 3abesneyunu onepamusHicmv i egekmusHicb npu po3pooyi GYHKYIOHATbHUX cXeM | BU3HAYEHHI
napamempie cucmemu Ynpasiinus, niooopi nepeuHHUX Nepemeopiosayie QIsutHUX 6eaUdUH | GUKOHABUUX
npucmpois, Kongicypysanti i napamempys8anHi anapamuux 3aco0ié Ha OCHOBI NPOSPAMOBAHUX TIO2IYHUX
KOHmpoepie 3 KoMmyHikayiero na ocnosi npomuciosoi wunu Industrial Ethernet. Jocaiooceno enemenmu
KOMYHIKayitino2o  cepedosuuja Ha  ocHogi  GSM-mexuonozii  cminbHuxo6020 36’83y  ULIAXOM
napamempysarns GSM-m00ynie, KOMYHIKAYITIHUX NPOMOKOLIB | CReYIAIbHUX KOMYHIKAYIUHUX NPOSPAMHUX
onokie. Tecmyeannwss ma anpobayis KOMNOHEHMI8 KOMYHIKAYiHO20 cepedosuya Niomeepouu
ehekmusHicms  3aNPONOHOBAHUX piutenb npu nodyo0osi posznodinenux WEB-opieumosanux cucmem
ynpasninna. Ha ocnosi 3anpononosanux piuens pospobneno ma anpovosano WEB-opienmosany cucmemy
ynpaeninnua 3 ynxyiamu SCADA i GSM-komyHnixayiero.

Kmiouosi cnosa: cucmema npomucnosozo 36’s3xy, GSM-xomynixayis, eioxpuma TCP/IP xomynixayis,
BUMIPIOBANbHULL CUSHAT, HOPMANI3AYIA SUMIPIOBANLHUX CUSHANIB, NPOSPAMOBAHUL J02IYHUL KOHMPOTED,
SCADA-cucmema, ancopumm ynpasainus, WEB-opienmosana mononozis.

Ilpeonoowceno  u  anpobupoeano  arcopummudeckue,  (QYHKYUOHATbHblE, — MONOIO2UHeCKUe U
cXeMomexHuyeckue peuwenus, 4mo obdecnevunyu OnepamusHoCmb u 3Q@ekmusHocms npu paspabomke
QDYHKYUOHANLHBIX  cXeM U OnpeoeleHuU Nnapamemposd cucmem YNpaeieHus, noobope nepeutHbix
npeobpasosameneii Qu3UYECKUX GeIUYUH U UCNOTHUMENbHBIX MEeXAHUIMO8, KOHGUISYpUPOBaHUU U
napamempupo8anuy annapamuvlx Cpeocme Ha 6aze NpPoPaMMUPYeMblX N0SUYECKUX KOHMPOILIEPO8 C
KoMMyHuKayueu — Ha  npomiuiennou  wwune Industrial — Ethernet.  Hccreoosano  onemenmol
KOMMYHUKayuonnou cpeovl na 6ase GSM-mexnonozuuu comoeoii césazu nymem napamempuposanus GSM-
Mooyneil, KOMMYHUKAYUOHHBIX NPOMOKOL08 U CHEYUATbHBIX KOMMYHUKAYUOHHBIX NPOSPAMMHBIX ONIOKO8.
Tecmuposeanue u anpobayus KOMNOHEHMO8 KOMMYHUKAYUOHHOU Cpedbl noOmeepounu 3@ppexmuerHocnms
NPEONIOJNCEHHIX ~ peeHull Nnpu  HOCMPOeHUU pacnpedeﬂeHHblx WEB-opuenmuposanuvix  cucmem
ynpaenenua. Ha 6ase npeonosxcennvix pewienuil paspabomano u anpooupoeamo pacnpeoeneniyio
WEB-opuenmuposarnuyro cucmemy ynpagienus c (j)yum;u;mu SCADA u GSM-xommyHnurayueil.

Kniouesvie cnosa: cucmema npomviunennou  ceazu, GSM-xommynuxayus, omxpwimas TCP/IP
KOMMYHUKAYUS, USMEPUMENbHBILL CUSHAT, HOPMAUZAYUS USMEPUMENbHBIX CUSHANIO8, NPOSPAMMUPOBANHBIT
noeuveckuii koumpoinnep, SCADA-cucmema, ancopumm ynpaenenus, WEB-opuenmuposannase mononozus.

There is proposed and approbated algorithmic, functional, topological and circuit solutions that ensure
efficiency and effectiveness in the development of functional circuits and determining the parameters of
control systems, the selection of primary transducers of physical quantities and actuators, configuration
and parameterization of hardware-based programmable logic controllers with communication on the
Industrial Ethernet. For building distributed control systems of technological objects solved the problem of
organization and researches elements of communication environment based on GSM-cellular technology
by parameterization GSM-modules, communication protocols and special communication program blocks.
Testing and approbation the components of communication environment have confirmed the efficiency of
the proposed solutions in the construction of distributed WEB-oriented systems of control.

On the basis of the proposed solutions developed and approbation WEB-oriented distributed system of
control with SCADA functions and GSM-communication.

Keywords: industrial communication system, GSM-communication, Open TCP/IP communication,
measuring signal, normalized measurement signal, programmable logic controllers, SCADA-system,
algorithms of control, WEB-oriented topology.
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Beryn. Opranizartis Ta peami3artis
KOMYHIKAIlITHOTO cepeioBuina Ha ocHoBi WEB-
TEXHOJIOTIM J03BOJIIE 00’€IHATH TEPUTOPIATHLHO
po3noaineHi 00’€KTH YNpaBIiHHSA 32 JOMOMOTOIO
3aco0iB Bigkpuroi komyHikarii (Open TCP/IP) [1],
10 B CBOIO Yepry po3mupioe QyHKIIOHATBHICTD Ta
MiBHIIYE OMEPAaTUBHICTH MPOLECIB KOHTPOJIIO Ta
YIPaBIiHHS.

JocBin ekcruryaTtarfii po3MOAUICHUX CHUCTEM
VOpaBIiHHSI BKa3ye Ha HEOXIAHICTh BCEOIYHOTO
aHaJlizy Ta JOCITIJDKEHHS OKPeMHUX KOMIIOHEHTIB Ta
iHpOpMaIIHHUX TIPOIECIB B TaKWX CHCTEMax IIpH
BUKOPHCTaHHI pI3HUX CHocobiB  IOCTymy J0
riobanbHoi Mepexi Internet 3 OOKy KIIIEHTCHKUX Ta
CEPBEPHUX TEPMiHAIIB.

IIpodiaemaTuka i MeToAMKAa NPOEKTYBAHHS
WEB-opienToBanux cucTeM yHOpaBJIiHHA.
Hai#i6inpmn JoCTyTHIM 1 ONITUMAITEHAM B TAHUH Yac
KOMYHIKAI[IHHUM CEpeIOBUIEM JUIsi 100YIOBH

cUCTeM YIpaBIiHHS PO3MOIUICHUMHU
TEXHOJIOTIYHUMH 00 €KTaMH € BHKOPHCTaHHS
TexHoJorii  MoOinmpHoro  Internet Ha  Gasi

GPRS/EDGE (General Packet Radio Service —
NaKeTHUH pajio3B’s30K 3  HAIOYAOBOIO  Haj
TexHoJjoriero MobinpHOro 3B’s13ky GSM/Enhanced
Data rates for GSM Evolution - ymockonaneHa
TEXHOJIOTisl Tepemavyi [JaHUX I MOOLIBHOTO
3B’s13Ky, M0 (DYHKIIOHYE SK HamOynoBa Hapg 2G i
2.5G GPRS-mepexamn) [2].

MeTtoanka npoekTyBaHHs po3noainenux WEB-

OpIEHTOBaHMX  CHCTEM  YIPAaBIiHHSA  BKJIIOYAE
HACTYITHI TIPOEKTHI MPOLIEAYPH:
- CTBOpeHHS  (YHKI[IOHATBHOI  CXeMH 1

BU3HAYEHHS MapaMeTPiB CUCTEMH YIPABIiHHS;

- iA0ip MEepBUHHUX MEPETBOPIOBaUiB (Pi3HIHIX
BEJINYHH 1 BAKOHABYUX MIPUCTPOIB CUCTEMH;

- KOH(]IrypyBaHHs i napaMeTpyBaHHs
amapaTHHX 3aco0iB Ha ocHoBi PLC Simatic S7-1200
[3] abo anamoriyHOro 3 MIATPUMKOI KOMYHiKalii
Industrial Ethernet;

- po3pobka ympasisitounx nporpam st PLC
(moBa FBD — Fuctional Block Diagram);

- MapaMeTpyBaHHS yHi(iKOBaHUX
KOMYHIKallifHUX ~ (QyHKIIOHATBHUX HPOrpaMHHUX
omnokiB (Open TCP/IP);

- napametpyBaHaa GSM-Moay:iB 1 MPOTOKOJIB
MOO1IBHOTO 3B’ SI3KY;

- HAJIArOJUKCHHS 1  TECTYBaHHSA  OKPEMHX
KOMIIOHEHTIB 1 CHCTEMH B LILJIOMY.
HocBinm  ekciutyaTamii  MomiOHUX — CHCTEM

M0Ka3aB, 110 HAHOUIBII MTPOOJEMATHYHOI 3a4aueto
€ 3a0e3neveHHs Oe3nepebiiHOCTI (HYHKIIOHYBaHHS
KaHaJTy MOOIJTBHOTO 3B’S3Ky NpPU TepeBaHTaKEHHI
TpadiKy KOMYyHIKAI[IHOT Mepexi, Mpu 3MEHIICHHI
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AKOCTI 3B’SI3KY Y BiAJanux paiioHax Ta 3a paXyHOK
YHHHUKIB 30BHIIIHLOTO CEPE/IOBHIIA.

BpaxoByroun BuIlleHaBeJeHE, NMPH MPOBEICHHI
JOCHiTHO-KOHCTPYKTOPCBKUX POOIT 3 moOynoBu
PO3MOMIICHUX WEB-opienTOBaHUX CHUCTEM
yOpaBliHHSA 3HauHA yBara MOBHHHA MPUIUIATHCA
caMe OCOONMBOCTSAM 1 cmoco0aM —oprasizartii
KOMYHIKaI[iI{HOTO cepeIoBHILIA.

B skocti mpukmamy Ha puc. |
(yHKITIOHATBHY cXeMy JIOKAJIBHOTO
TEXHOJIOTIYHOrO 00’ekTy posmonineHoi WEB-
opienToBaHOi cucremu ynpapiiHHSA [4]. Cucrema
BKITIOYA€ TPH PiBHI:

- BepXHili piBeHb (piBEHb yNIpaBIiHHSI Ha 0as3i
cepBepHux  pobounx craHmii 31 SCADA-
CHCTEMOIO);

- cepenHiit piBeHb (piBerp PLC 3 mpukmagaum
MPOrpaMHUM 3a0€3MCUCHHSIM );

- HWKHI ~ piBeHb (piBeHB TIEPBUHHNAX
MEPETBOPIOBAYIB (PI3UYHUX BEIMYUH 1 BUKOHABUUX

MIPHUCTPOIB).

HaBCICHO

Mepexa

()=
A

INTERNET

KowTponep

$7 1214C DC/DC/Rly
Ananorosmi
curHansHA
mozyns

“acToTHmit nepeTsopioBad

FiApoCTaTHHMA NepBMHHUA
NePeTBOPIOBAY PiBHA

Hacocnmi arperat

PucyHok 1 - ®yHKIioHaIbHa cXeMa
TeXHOJIOTiYHOro 00’ekTy WEB-0picHTOBaHOI

CHCTEMHU
IIporpamyBannst kontposepa PLC S7-1200
3MIHCHIOEThCS  MpOorpaMHUM  Taketom  Totally

Integrated Automation (TIA) Portal [5]. IIporpamse
3abe3neuenHs TIA Portal 3abe3neuye iHTEerpoBaHe
CepeIoBUIIE ISl PO3POOKH KOMIUIEKCHUX MPOEKTIB
Ha OCHOBi 0a30BUX 1HCTPYMEHTAJIBHUX Ta OMLIHHUX
anapaTHO-IPOTrpaMHUX 3ac00iB «Siemensy.

Kongirypysanus i napaMeTpyBaHHA
KOMYHiKkamiiiHoro cepexoBmmia. J[js oprasizamii

KOMYHiKaLifHOTO cepeIoBUILA HEOoOXiaHO
BUKOHATH HACTYIHI mporeaypu [6]:
- CTBOPCHHSI MEPEKEBOrO  3’€IAHAHHA  JUIs

xoxxuoro PLC S7-1200;
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- TapaMeTPyBaHHSI MEPEKEBOTO 3’ €THAHHS VIS
kokHoro PLC S7-1200 uepe3 koMmyHikamiiHi
nporpamui 6moku TSEND C i TRCV_C;

- HAJIAaTO/KCHHS1 KOMyHikamii Ha 6a3i GSM-
poytepis tumy iRZ ER75iX Twin (puc. 2);

- opramizarii i mapamerpyBaHHS iH(oOpMaIIii-
Horo «ryHemo» GRE  (Generic  Routing
Encapsulation - 3arajgbHa THKAICYIIAIis
MapIIpyTiB), SIKUHA € MPOTOKOJIOM «TYHETIOBAaHHS
MEpPESKEBUX ITaKETiB, PO3POOJICHUN KOMIIAHIEO
«Cisco Systemsy» i #oro OCHOBHOE NMpPU3HAYCHHS -
IHKaNCyIALliss ~ TAKeTIB ~ MEpPEeXeBOro  PiBHSI
MmepesxxkeBoi  momemi OSI (Open  Systems
Interconnection) (puc. 3);

iR

Status and log
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- TECTyBaHHS  KOMIIOHEHTIB  PO3IMOALIEHOI
WEB-opienTOBaHOi crcTeMu ynpasiiHHs (puc. 4).

Ha puc.3 i 4 (mapamerpyBaHHS OKpPEMOTO
KaHaly 1 opraHi3ailis JBOXKaHAJIBHOTO 3’€HAHHS
BIIMTOBIAHO) HAaBENEHO pe3yJIbTaTH MapaMerpy-

BamHt GRE «ryHems» s po3momiineHHx
KOMIIOHEHTIB WEB-opienToBaHOi CUCTEMU
YIIPaBIiHHS Ha 6asi GSM-poyTtepa

iRZ ER75iX Twin.

Ha puc.5 HaBeneHO pe3ynbTaTH TECTYBaHHS
KoMyHikaniitnoro anroputmy WEB-opienTOBaHOi
cucteMn (KOMyHIKallifHUI MporpaMHuil OJOK I
nepenadi qannx TSEND C) B pesxxumi «on-liney.

iRZ RUH2b Router

‘Configuration Administration

Configuration Internet Configuration

Internet

SIM card #2

Authentication Any v

Local IP Address * [
Remote IP Address = | |
Dial Number
s e
o o
Allow roaming
Set GSM bands to
Set modem mode to
DNS Service
DNS Server 1 |
DNS Server 2 O
Check connection No &

Ping IP Address(es)
Ping Interval (min) [

Allow failures

failed attempts

failed registration attempts

O namber ofsoftreuies |

Connect using 5IM2 v
Lan
Port forwarding Sim card #1
VRRP N
Firewall
SHMP
uthenticati Any ~
GRE
PIN
OpenVPN tunnel
Local IP Address = 1036 160 58
OpenVPN server
) Dial Number “95-1g
e MRU (bytes) 1500
Serial port MTU (bytes) 1500
DynDNS Allow roaming Disabled v
NTR Set GSM bands to
sMs Set modem made to 2G only v
Daily reboot DNS Service Do not use DNS service ¥
Uptime: 1 day )
Check connection No v
Ping IP Address(es) 192.168.101.10
Ping Repeat Interval (min) |
= can be blank
[] Switch STM after
[ Try primary SIM after minutes
O Reboot after
Apply.

PucyHnok 2 — PesyabtaTn napamerpyBannst GSM-poyrepa tuny iRZ ER75iX Twin

iR

automation

Status and log

Configuration

ER75iX Twin EDGE router

Administration

Configuration GRE Tunnel Configuration

GPRS )
AN |] Create GRE tunnel #

NAT Description *
Frewal Remote External IP Address
SNMP Remote Subnet
GRE Remote Subnet Mask
OpenVPN Tunnel Local Internal IP Address *
OpenVPN Server Remote Internal IP Address *
— * can be blank

Serial Port

DynDNS

NTP

sMs

PIN

Daily Reboot

Pucynok 3 - Pesynstatn napamerpyBannsi GRE «ryneno» GSM-poyrepa iRZ ER75iX Twin
(mapaMeTpyBaHHS OKPeMOro KaHaJIy)


https://ru.wikipedia.org/wiki/%D0%A2%D1%83%D0%BD%D0%BD%D0%B5%D0%BB%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5_(%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B8)
https://ru.wikipedia.org/wiki/Cisco_Systems
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D0%BA%D0%B0%D0%BF%D1%81%D1%83%D0%BB%D1%8F%D1%86%D0%B8%D1%8F_(%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5_%D1%81%D0%B5%D1%82%D0%B8)
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
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| iRZ RUH2b Router

D
Status and log Configuration Administration
o

Internet
T # Create Description Remote IP Address Remote Subnet

- 1. [no v [D1 | [10.36.180.99 | [192.168.101.0 | [Edit]
Port forwarding
e TE—— 2. [yes v| [Ki |[106244 | [192.168.1010 | [Edit]
VRRP 3. [yes v| [k2 | [106245 | [192.168.103.0 | 1 Edit]
Firewall 4. ‘no vl ‘ ‘ | ‘ ‘ | [ Edit ]
SHMP 5. [no v | || | | [ Edit1
GRE )
OpenVPN tunnel 6 ‘no vl ‘ ‘ | ‘ ‘ | [ Edit]
OpenVPN server 7. [no_ V]| I | | 1 Edit ]
IPsec 8. [no V]| | | | | [ Edit]
Latp 9. [no V|| | | | [ Edit]
PPTF client 10. ‘no Vl ‘ ‘ | ‘ ‘ | [ Edit |
Serial port
DynDNS -
NTP
SMS
Daily reboot

Date: 2014-12-19
Time: 09:47:13
Uptime: 1 day

PucyHok 4 - PesyabTaTu napamerpyBanist GRE «ryHeno» GSM-poyrtepa iRZ RUH2b (opranizamis
JABOXKAHAJIBHOIO 3’ €THAHHS)

744 Siemens - 091114_V13_FW3_S7 1200

Project  Edit VWiew Insert Online Options Tools Window Help Totally Integrated Automation

U (i E sveprojet @ X 2 2 X D G D MEE R F coonline 4N Gooffine Ao [ B ¥ ] ] PORTAL
Devices 56
" = ) A n Co T 3

5@ © 2 & ®eBRT ' [ ERH
E
e 2
i J 091114_V13_FUE_S7_1200 E No condition defined. B g
K Add new device &
y Devices & networks z ==l =4 = = 4] L
« (3 PLC_1 [CPU 1211C AC/DC/Rly] “EC Counter [
[l Device configuration ope =
- a
%/ online & disgnostics - S
~ -5l Program blocks ] =
B Add new black -
TRUE =
4 Main [0B1] L] B
W05 *DB1 o]
4 FC_SEND [FC100] L) *Clock_1H?" D *TSEND_C_DB" o
~ [ system blocks e 3
- Program resources ) — Ly .".‘_?MZ.S. TREND-C @
s | |
= e WA2.0 T o -
& TsEND_C [Fe1030] Tag_4 L "Tag_o [ EN e
@ IEC_Counter_0_DB [DB2] I+ 30 ] H REQ c
| -’ S H
@ IEC_Counter_0_DB_1 [DB3] U 1 B
@ IEC_Counter_0_DB_2 [DB5] ) 3
@ FLC_1_Send_DB [DB4] ] ,,JHR;JE ,F&L;E
48 TSEND_C_DB [DB1] @ *AlwaysTRUE™ —{ conT DOME - “Tag_5" I
v [ Technology objects o—|ien
e TRUE
3 External source files Az 2
= U2
» (g FLC tags L] %pB4 BUSY— "Tag_6"
» (i) PLC data types *PLC_1_Send_DB" — COMNECT
FALSE
r Natch and force tables M2 3
5520 Az
4 Program info WWBO  |5s20 ERROR == "Tag_7"
Tag_11"
911" E4DATA 1687001
WG
» [ Local modules E | e = caTUs — “Tag_&"
» G common data *AlwaysFALSE® ==|COM RST ENO
» [5]] Documentation settings
» [ Languages & resources [~ [ il ] 100% = —

¥ | Details view |§‘ Properties ‘t\.‘.lnfn y"ﬂ Diagnostics
4 Portal view Overview |:II- FC_SEND v

Pucynok 5 - Pe3yjibTaTu TecTyBaHHSI KOMYHiKaliiHOTr0 ajropuTmy i nporpamu posnogijieHoi WEB-
OpPi€HTOBAHOI cCUCTEMU yYNPABJiHHA (KOMYHiKaliiHU{ mporpaMumii 6,10k A5 Nepeaavi 1aHUX
TSEND_C) B pexumi «on-line»
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Jnst  amamisy 1 JOCHIDKCHHS — TPOLECIB
MEPelaBaHHs  BUMIDIOBAIBHOI 1 Kepyrodoi
iHhopMarllii B pO3NOAIIEHNX CHCTEMaX YHpPaBIiHHSI
MOXYTh 3aCTOCOBYBaTHCh 30BHIIIHI 1 BHYTpilIHI
pecypcn  amapaTHO-IPOTPaMHHX — 3ac00iB 3
yHKUiSMA TECTyBaHHs 1 HiarHOCTHKH (yHKUIH
nepeaayi AaHUX. 3acTOCYBaHHsS JaHUX pPeCcypciB
JIO3BOJISIE  BHPINIyBATH  3a1adi  ONTHMI3amii
napaMeTpiB KOMYHIKAIlIHOTO cepefoBuIia (BHOIp
omepaTopa CTUTBPHHKOBOTO 3B’S3KY, CTaHAapTy
MOOLIBHOTO 3B’SI3Ky, CMYIH 4YacTOT, MapaMerpiB
9acoBOi CHHXpOHI3alii, mHapaMeTpiB JOCTYyIY,
(GyHKIIT BiTHOBIEHHS KOMYHIKAI[IHOTO 3’ €HAHHS
TOLLO, 1110 B CBOKO 4CPTy POLIMPIOE QYHKIIOHANBHI
MOXJIMBOCTI 1 MIIBHUIIYE TEXHIKO-€KOHOMIUHI
MOKAa3HUKA DPO3POOTIOBAHUX CHCTEM YIPaBIiHHS
PO3MOIIIEHUMH TEXHOJOTTYHUMH 00’ EKTaMHU.

Ha puc. 6 1 7 HaBejeHO pe3yNIbTaTy TECTYBaHHS
4yacy HOCTYIy IO PO3MOIICHUX TEXHOJIOTITHHX
00’€KTiB, PO3TAIlIOBAHUX Y PI3HUX YMOBaX penbedy
1 30H IOKPUTTS CTIILHUKOBOI Mepexi GSM.

PING 10.6.24.5 (10.6.24.5): 56 data bytes

64 bytes from 10.6.24.5: seq=0 ttl=63 tLime=1667.114 ms
64 bytes from 10.6.24.5: seg=l ttl=63 CLime=1802.124 ms
64 bytes from 10.6.24.5: seg=2 ttl=63 tLime=817.963 ms
64 bytes from 10.6.24.5: seq=3 ttl=63 Lime=634.216 ms
64 bytes from 10.6.24.5: seg=4 ttl=63 time=530.426 ms
64 bytes from 10.6.24.5: seg=b ttl=63 time=707.825 ms
64 bytes from 10.6.24.5: seg=6 ttl=63 time=483.826 ms
64 bytes from 10.6.24.5: seq=T ttl=63 time=680.572 ms
64 bytes from 10.6.24.5: seq=8 tt1=63 time=576.172 ms
64 bytes from 10.6.24.5: seg=9 ttl=63 tLime=569.244 ms

--- 10.6.24.5 ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss
round-trip min/avg/max = 483.826/846.948/1802.124 ms

PucyHok 6 - Pe3y1bTaTu TECTYBaHHS Yacy
JOCTYILY /10 PO3MOALIEHUX TEXHOJOTiYHUX
00’€KTiB, pO3TALIOBAHMX Y Pi3HUX YMOBaX
pesbedy i 30H NOKPUTTS CTIIbHUKOBOI Mepe:Ki
GSM (ycepeanenuii yac goctymy 846 mc)

[MpoBeneHuii aHami3 pe3yiabTaTiB TECTYBaHHS
CBITYHMThH MPO TE, 10 Yac JOCTYIY JO BiITaJeHUX
PO3MOIiIEHUX 00’ €KTIB MOXKE CKIIAJaTH 10 4 ¢ pu
BUKOCTaHHI CTaHAApPTy CTUILHUKOBOTO 3B’SI3KY
GSM 2G (GPRS/EDGE), sikuiti 3a0e3nedeHuii
NPaKTUYHO Ha BCil TEPUTOPii YKpaiHH.

Pe3ysnbpratd 0AHOTO 3 PO3POOJECHUX JIHOAMHO-

MammHHAX  iHTepdeiiciB B SCADA-cucremi
WinCC «Siemens» po3noainenoi  WEB-
Opi€EHTOBaHOT CHCTEMH yIpaBITiHHS

TEXHOJIOTTYHUMH 00’ ekTaMu 3 GSM-KOMyHIKaIIE0
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HaBeeHuit Ha puc. 8 [7].

PING 10.6.24.4 (10.6.24.4): 56 data bytes

64 bytes from 10.6.24.4: seq=0 ttl=63 time=3729.004 ns
64 bytes from 10.6.24.4: seq=1 ttl=63 time=2779.724 ns
¢4 bytes from 10.6.24.4: seq=2 ttl=63 time=1853.974 ns
¢4 bytes from 10.6.24.4: seq=3 ttl=63 time=868.133 ms
¢4 bytes from 10.6.24.4: seg=4 tt1=63 time=404.205 ms
64 bytes from 10.6.24.4: seq=5 ttl=63 time=402.527 ms
64 bytes from 10.6.24.4: seq=6 ttl=63 time=39%.537 ms
64 bytes from 10.6.24.4: seg=7 tt1=63 time=475.76% ms
64 bytes from 10.6.24.4: seq=8 tt1=63 time=408.874 ms
¢4 bytes from 10.6.24.4: seq=9 ttl=€3 time=406.18% ms

Y Y N -

--- 10.6.724.4 ping statistics --—-
10 packets transmitted, 10 packets received, 0% packet loss
round-trip min/avg/max = 399.537/1172.793/3729.004 ms

PucyHnok 7 - Pe3yJibTaTn TeCTyBaHHS 4acy
AOCTYIY /10 PO3MOALIEHHX TEXHOJIOTIYHHUX
00’€KTiB, PO3TAIIOBAHMX Y PI3HUX YMOBaxX
pesibedy i 30H MOKPUTTS CTLILHUKOBOI Mepe:Ki
GSM (ycepennennii yac nocryny 1172 mc)

Ha wmuemocxemi (puc.8) BiZOOpakXIOTHCS
TEXHOJIOTIYHI  TapamMeTpu piBHSI  3allOBHEHHS
pesepByapiB, pe3yibTaTH PO3paxyHKy 00’eMmis,
apxiBn  JaHWX 1  TpEeHAH, QJOpMymTLc;{
MOIEePE/UKYBANbHI  TOBIXOMJICHHS [P0  BHXIZ
napaMeTpiB 3a JOIyCTHMI MEXi.

BUCHOBKHU

Pegynprath  mpoBeaeHMX — JOCHITHHX 1

KOHCTPYKTOPCBKUX POOIT BKa3yrOTh Ha MOXKIIUBICTb
1 NIePCIeKTHBHICTD MOOYIOBU CHCTEM YIpPaBIiHHI
PO3MOIIICHUMH  TEXHONOTIYHNMH  00’€KTaMH  Ha
ocHoBi cyuacHux WEB-texHonoriit. OcHOBOIO Jist
BHPIIIEHHS BKa3aHOI HAYKOBO-TEXHIYHOI 3ajadi €
BceOIUHEe JOCIIHKCHHS, MOJICIIOBAHHS 1 PO3po0OKa
OKPEMHX KOMIIOHCHTIB TaKHX CHCTEM 1 CHCTEM B
uanMy Oco0uBy yBary Impu LpOMy H606XIILHO
MIPUILTISATH JTOCTIPKEHHIO KOMIIOHEHTIB
KOMYHIKAI[ifHOTO  CepelloBHIIa HAa  OCHOBI
TEXHOJIOT1 CTUTBHHKOBOTO 3B’SI3Ky  CTaHJAPTY
GSM sk HEBiI'eMHOI CKJIaJOBOi CYYaCHHUX CHUCTEM

YIPaBIIHHS TEPUTOPIATHHO PO3MOILIEHUMH
TEXHOJOTIYHHMH 00’ €KTaMHU.
Iligxoan Ta TEXHIYHI 3aco0m, 110

3alpoloHOBaHi B POOOTI, HpoHuuM anpobaiito
MPOTSITOM POKY B TIPOMHUCIIOBHX YMOBax 1 TpH
BIIIOBIAHIH KOMIUIEKTAIi1 MOXYTh
3aCTOCOBYBAaTHUCH JJIsl BUPilLICHHS MOAIOHMX 3a7a4 y
PI3HHX ramys3sx.
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Pucynok 8 - JliomuHo-mammmuanii intepgeiic B SCADA-cucrtemi po3noginenoi WEB-opienToBanoi
CHCTEeMHU YNPABJiHHSA TEXHOJOTiYHUMHU 00’ ekTamu 3 GSM-KkoMyHiKamieo

1. Open User Communication with TSEND_C
and TRCV_C. Simatic S7-1200 CPU (V1.0, Item
ID: 67196808). SIEMENS: — FAQ Jenuary — 2013
— 22p. 2. ER75iX Twin EDGE/GPRS Router
Pyxosoocmeo noIb308aAMEIAL. Tlocreonee
usmenenue. 2010-04-06 — 61 c. 3. Simatic S7-1200
Programmable  Controller.  System  Manual
(ASE02486680-AH). — Siemens: 01/2015. — 1328 p.
4. 3amixoscokuu JI.M., Huxonatiuyxk M.A., Jlesuyw-
xut I.T. Aemomamu3zosana cucmema YApaGiiHHA
6000300e3neyeHHaM Honuncovroeo DAlOHY.
Iumenexmyanvhuii npoOykm ueHux i GUHAXIOHUKIG
Hpuxapnamms,  2013.  opiunuii  kamanoe
Haga2oMiux BUHAxo0is, KOPUCHUX Modeell,
NPOMUCNIOBUX  3pA3Ki6 [  payioHANi3amopCcbKux
nponosuyit. Jlosio. eud. Pedakyivina xonezia:
b.1.Cepeorox,  JILM.IIaxmuu, T.B.Tuxosécwvka,
B.M.Koeyu. — Isano-®@panxiscek, 2014. - C. 19-22.
5. STEP 7 Professional V13.0. System Manual. —
Siemens:  02/2014. P. 8477-8531. 6.
Huxonatiuyk M.A.  Opeanizayia i xomnonenmu
GSM-xomynixayii Ons ynpaeuinHs NPOMUCTIOBUM
ma aabopamopuum 001a0HanHaAM // 30ipHuK me3

oonosiodei  Ill-20  éceykpaincbkoco  HAYKOGO-
npakmuynozo ceminapy «Cyuacui ingopmayitini
mexnono2ii 6 oucmanyiuniti oceimiy (MITDE-
2014). — IOHTVHI, Ieano-ppanxiecek. - 2014. -
C.179-183. 7. Huxonauuyx M.A. Ocobrugocmi
opeanizayii KomyHikayitunoz2o cepedosuwa \WEB-
OPIEHMOBAHUX CUCMEM YAPAGIIHHA PO3NOOLIEHUMU
MEXHONOSTUHUMU 00’ exmamu /- 36ipHux
mamepianie  odonogideu  VI-i  mincnapoownoi
HAYKOBO-MEXHIUHOT KOHGhepenyil «CyuacHi
npunadu,  mamepiaiu i mexHonoeii 0
HEPYUHIBHO20 KOHMPOTIO | MEeXHIUHOI 0iaeHOCMUKY
MAuWUHOOY0i6H020 1 HADMO2A30NPOMUCIOBO20
obnaouanusny - IOHTYHI, Isano-gppanxiscok. -
2014. - C. 343-347.
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